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AFTS( A-
daptive Fault-Tolerant Scheduling Algorithm)
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2 AFTS

AFTS ( Adaptive
Fault-Tolerant Scheduling Algorithmn)
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AFTS 3 : SAC( Scheduling Ad-
SPA( Security Policy Assign)
FTPS( Fault — Tolerant Preemptive Schedule)

mission Check)

o

2.2.1 SAC
SAC ( Arrived
Queue)

( Scheduled Queue)

Algorithm 1. SAC( Scheduling Admission Check)
for each task 7 submitted to the arrived queue do
update scheduling information in I' ;1.4
set SL( 7,) =sl;;
set SP( 7, Sf»”'j) ={s siooe si )

. .
g si;} i, is the first

L)
. k .
element in SS°( sl) ;
SWltCh case 7; € Fm‘ilical Urhacku})
if 7, is schedulable in I" ;.4 then

set State( 1;) = WaitedForPolicyAdjust;
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else lf Fun—s('hedulable( Ti) ;ég
re.]eCt every T E Funﬁchedulablc( Ti) to the dlSCar— 3

ded queue and set State( 7;) = WaitedForPolicyAdjust;

else 1 AFTS
report error of scheduling critical or backup i
task; 6 SAEDF 5
break; TPSS .
end if 3.1
insert 7; to I" . quea Py its priority order; 3
end case GR( Guarantee Ratio)
case 7, € I e SRR( Success Running Ratio)
if 7, is schedulable in I, ,.q then GSP( Global Security Performance)
set State( 1;) = WaitedForPolicyAdjust; (12) ~(14) i
insert 7, to I .queq Py its priority order; ,
else CR = M ]S\f(zht?)(‘i?llijs;s)h) (12)
reject 7 to the discarded queue; SRR = N( scheduled and finished tasks) (13)
end if N( total tasks)
end case ; (@71) x 00S( 7, sl)))
. Ti € 1 scheduled
end switch GSP(sl) = z o(r)
end for. e P
2.2.2 SPA (14)
SPA GR GR
oSRR
o SRR
° «GSP(sl)
Algorithm 1. SPA( Security Policy Adjust) sl, 7€ L oprted
foreach  task 7, with  State ( 7, ) = .
WaitedForPolicyAdjust do GSP(sl))
update scheduling information in ", 4.d' .
set sl, =SL( 7,) ; 3.2
do C+ +
save SP,. =SP( 1, sl;); 1 P4 2.0GHz CPU 4G RAM
set SP(7, s;;) ={ s}}- sf_,- sf}-} sf,- is set to Windows XP SP3 . 1 200
next element in SS"( sl;) N
while ( 7, is schedulable in I', ;..4)
set SP( 1, sl) =SP,,,; ( Critical Tasks Ratio
set State( T;) =ready; ) o
end for. 6 3
2.2.3 FTPS
FTPS 2 @ 6 .
;@ 8

78 . 3.3



5 : ° 661 °

3.3.1 TPSS SAEDF 2
o 1c)
0 20% SRR CTs
1a) 1b) NTs 0
GR.CTs 10% 80% TPSS SAEDF
NTs o CTs 2
1 8 TPSS °
SAEDF 2 AFTS  CTs 100%
2 o AFTS
o AFTS 3.3.3
100%
AFTS 1d) °
AFTS GSP SL °
o GSP
AFTS
3.3.2 GSP.
GSP
GSP
1 o
20% lc)
WCTs (AFTS) [QCTs(TPSS) B NTs (AFTS) [JNTs(TPSS) @ CTs(AFTS) [CTs(TPSS) OsL=1 0O SL=4
OCTs (SAEDF) O NTs (SAEDF) OCTs (SAEDF) Os.=6 B SL=8
1.0 1.0 1.0
0.6 0.6 0.6
0.2 0.2 0.2
1 4 6 8 1 4 6 8 10% 40% 60% 80% 5%  10% 153% 20%
a)  SLAF CTs-GR iy5gm b)  SLXf NTs-GR Wy ¢} FRH SLZF GR #5400 d)  SLF1CR GSP 5

( AFTS) :(2)



. 662 ¢ 30

1 . . 2009 29(4):915919
Xiong Guangze Chang Zhengwei Sang Nan. Survey on Dependable Computing. Journal of Computer Applications 2009 29
(4): 915919 (in Chinese)

2  Liu CL Layland J] W. Scheduling Algorithms for Multiprogramming in a Hard Real-Time Environment. Journal of the ACM
1973 20( 1) :46-61

3 Kalogeraki V. Melliar-Smith P M Moser L E. Dynamic Scheduling for Soft Real-Time Distributed Object Systems. The 3rd
IEEE International Symposium on Object-Oriented Real-Time Distributed Computing 2000 114421

4 Luis Almeida. A Dynamic Scheduling Approach to Designing Flexible Safety-Critical Systems. Journal of the ACM 2003 22
(4) :46-61

5 . . 2010 33(12) :23642377
Zhu Xiaomin Lu Peizhong. Scheduling for Security-Critical Real-Time Applications on Heterogenous Cluster. Chineses Journal
of Computers 2010 33(12): 23642377 ( in Chinese)

6  Xie Tao Qin Xiao. Scheduling Security-Critical Real-Time Applications on Clusters. TEEE Trans on Computers 2006 55(7) :
864-879

7 . . 2011 29(2):
155459
Xia Ping Zhou Xingshe Luo Wanwen et al. A New and Better Dependable Task Scheduling Alogrithm for Distributed Real-
Time System. Journal of Northwestern Polytechnical University 2011 29(2): 155459 ( in Chinese)

8  Xia Ping Zhou Xingshe. Security-Driven Fault Tolerant Scheduling Algorithm for High Dependable Distributed Real-Time Sys—
tem. Proceedings of the 2011 Fourth International Symposium on PAAP 2011:29-33

A Better Adaptive Fault-Tolerant Scheduling( AFTS) Algorithm for
Real-Time Tasks with Dynamic Security Requirements

Xia Ping Zhou Xingshe Xie Bichang

( Department of Computer Science and Engineering Northwestern Polytechnical University Xi‘an 710072 China)

Abstract: Current fault-tolerant scheduling algorithms have considered either the dynamic security requirement or
the schedulability one of real-time task but to our best knowledge not both together. Sections 1 and 2 of the full
paper explain our AFTS algorithm which we believe is better than existing ones and whose core consists of ~ “First—
ly it builds a real4ime scheduling model which is adaptive to dynamic security requirement and the model de—
scribes in detail the scheduling process including real-time tasks system security services and task fault-toleran—
tance. Based on the model it proposes a new AFTS algorithm which supports priority preemptive scheduling poli—
cy and guarantees the schedulability of critical tasks at the cost of deferring normal tasks and adopts primary /back—
up copy technique to ensure fault-tolerance of critical tasks. The algorithm selects the bestfit security policy for
schedulable task under updated system security level. ”. Simulation results presented in Fig. 1 and their analysis
show preliminarily that the improvements in the adaptability to dynamic security level the schedulability and the

fault+olerance of critical task can indeed be achieved by using our AFTS algorithm.

Key words: algorithms computer simulation design efficiency mathematical models real time systems sched-
uling security of data; adaptive fault-tolerant real-time scheduling algorithm dynamic security re—

quirement



