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Gate Level Information Flow Analysis for Formal
Method of Multi-Valued Logic System

Tai Yu, Mu Dejun, Hu Wei, Mao Baolei, Guo Lantian

(Shenzhen Research Institute, Northwestern Polytechnical University, Shenzhen 518057, China)

Abstract; The testing and verification coverage is hard to guarantee in the design phase due to the continuous in-
creasing in the scale of integrated circuits. Consequently, the security vulnerabilities residing in hardware designs
tend to cause leakage of sensitive information or system failure. As a solution, gate level information flow tracking
(GLIFT) can precisely measure and effectively control all the information flows in the underlying hardware to pre-
vent information leakage resulting from these harmful flows of information. However, preliminary research mainly fo-
cused on the basic theories of GLIFT and generation algorithms for tracking logic formalization under the Boolean
logic system, while digital circuits are typically described using multi-valued logic system during hardware design
and verification. This paper proposes to expand the gate level logic information flow analysis method for multi-valued
logic system. We derive the label propagation rule set for four-valued and nine-valued logic systems by extending the
minimum label propagation set for Boolean logic. In addition, the formal descriptions of GLIFT logic for primitive

gates are amended in order to support the features of multi-valued logic in label propagation in computing hardware.

Keywords: gate level information flow analysis; multi-valued logic; label propagation rules; formal description;

GLIFT logic



